BID NO:
DATE

BID FORM

(TECHNICAL SPECIFICATIONS)

REQUIRED SPECIFICATIONS

OFFERED SPECIFICATIONS

(please write down detailed offered
specifications)

REFERENCES
(include supporting documents)

(attached brochure / technical data/
website, etc.)

1. Hosting Services for 1 year

brand and model:

-—

Servers with the minimum specifications:
Processor: latest AMD/Intel server CPUs

1.1

Two (2) Units Web and App Server:

Server Specs:

Servers with 2 CPUs, 4GB RAM and 80GB
Storage. Total Network Traffic of 5 TB/month,
40Gbps downlink and 5Gbps uplink

111

Automatic Backup for 2 servers

1.2

One(1) Unit Cloud Provider-Managed Database
MySQL/PostgreSQL Server

Server Specs:

at least 8GB RAM and at least 80GB Storage..
Automatic backup included

1.3

Load Balancer

1.4

Cloud Provider E-Mail Support

1.5

Operating Systems: Must Support Debian,
Ubuntu, CentOS, Fedora, Gentoo, Arch

NOTE TO END-USERS:

(1) Delete all words in parentheses ( ) once accomplished.

(2) Warranty should be included in compliance with Section 62 of IRR.
(3) Please do not fill out the gray portion. This is for the suppliers only.

NOTE TO BIDDERS:

As per government rules, payment of an item is only upon acceptance of the item
by the End-user subject to the provisions on retention for warranty, if applicable.




Linux, Stackware Datacenter Locations:
Data centers in at least 10 regions (Asia
Pacific, North America and Europe)

1.6

Must have Out-of-band console access

1.7

Must have IPv4 and IPv6 support

1.8

Must provide firewall and DDoS protection
at no additional cost

1.9

Must have Full feature DNS manager with
master and slave zones support

1.10

Must have the ability to recover from critical
errors (Perform system recovery tasks and
transfer data off of disk images)

1.1

Must have the ability to scale server(s) to
handle increase in traffic with just a few
clicks

1.12

Must support IP failover to create a high-
availability cluster.

1.13

Must have the ability to perform daily and
weekly backups with easy restoration
procedure

1.14

Must have web-based management console
with two-factor user authentication

1.15

Must have simple API, CLI, and cloud
interface

1.16

Must have support for cloud GPUs

1.17

Must provide email support.

1.18

Must be connected to a content delivery
network with the following specifications:

1.18.1

Must have globally load balanced content
delivery network with at least 20 data centers
across the globe

1.18.2

Must have automatic static content caching
even when the server goes offline

NOTE TO END-USERS:

(1) Delete all words in parentheses ( ) once accomplished.

(2) Warranty should be included in compliance with Section 62 of IRR.
(3) Please do not fill out the gray portion. This is for the suppliers only.

NOTE TO BIDDERS:
As per government rules, payment of an item is only upon acceptance of the item
by the End-user subject to the provisions on retention for warranty, if applicable.




1.18.3

Must support both IPv4 and IPv6 connections
to servers without a single change to existing
infrastructure.

1.18.4

Must be able to automatically optimize pages to
minimize the number of network connections
and ensure even third party resources won't
slow down page rendering.

1.18.5

Must be able to automatically resize images for
optimal display based on the screen size of
visitors' device.

1.18.6

Applies “lossless” or “lossy” image optimization
to reduce image sizes by 35% on average.
Makes mobile browsing incredibly fast.

1.18.7

Should be able to make subsequent page loads
lightning fast by preloading server's most
requested content into visitors' browsers during
idle moments.

1.18.8

Should be able to detect the browser type of a
visitor and optimize performance for the
particular device.

1.18.9

Must provide automatic SPDY coverage (a
modification to HTTP to reduce latency and
increase security).

1.18.10

Should be able to block known malicious
threats from accessing the server. Security
levels are customizable per site.

1.18.11

Should be able to stop spammers from posting
spam to the site.

1.18.12

Must be able to protect all contents including
text, images and email addresses from web
scrapers.

1.18.13

Must be able to stop individual IPs, ranges of
IPs or visitors from specific countries from
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accessing the site. * Must be able to notify
visitors when visitor's computers are
compromised and educate them on how to
remove malicious viruses and malware.

1.18.14

Must have built-in security measures
automatically protect your website against
DDoS attacks. Must only allow legitimate traffic
to reach the site, while stopping illegitimate
traffic at the edge, before it hits the server.

1.18.15

Must be compatible with existing SSL
configuration.

1.18.16

Must be able to optimize the SSL connection to
ensure a fast HTTPS experience for visitors.

1.18.17

Must include OWASP ModSecurity Core Rule
Set automatically to protect servers against the
Top 10 vulnerabilities identified by the Open
Web Application Security Project (OWASP).

1.18.18

Must provide analytics for each site. Must
provide a simple and intuitive DNS
management interface.

1.18.19

Must be able to purge the entire CDN cache or
just a single file without waiting.

1.18.20

Must support wildcard DNS. must have 1 hour
minimum edge cache expire TTL (the refetch
time for when CDN checks the origin server for
a new resource)

1.18.21

Must provide one-click function to block all Al
bots from harvesting data without consent

Provider Qualifications:

Bidder must show proof of having at least three
(3) years of technical experience in hosting
software systems and applications for any of
the offices/units of the UP System.
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2.2|Bidder must show proof of having at least three
(3) years of technical experience with deploying
and managing hosting services specifically, but
not limited to, using Amazon Web Service or
Google Cloud infrastructure.

3. Delivery Requirement:

Delivery will be made within 30 working days following
receipt of Notice to Proceed or Purchase Order.

Place of delivery: Online

4. Warranty: Must provide email support

5. Prototype/ Demo Unit Sample: not applicable

6. Payment Terms: Thru check, at least Thirty (30)
Calendar days (CD) upon receipt of Delivery Receipt and
Sales Invoice for Goods and Service Invoice/Billing
Statement for Services, and Acceptance by the End-User
Unit

In compliance with Republic Act No. 9184, Section 18, and the 2016 Revised Implementing Rules
and Regulations, Section 18, brand names are used because of compatibility with existing platforms
or equipment which will maintain performance, functionality and useful life.

Prepared by: Approved by: Signature of Representative
Name of Representative
Position
Company
Address
Telephone/Fax/Email
NOTE TO END-USERS: NOTE TO BIDDERS:
(1) Delete all words in parentheses ( ) once accomplished. As per government rules, payment of an item is only upon acceptance of the item
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